In the Claims : 

Please c^H^eTciaim 34 without prejudice. 
\l. (Original) A method for securely communicating data comprising the steps 
of: \ 

W) providing, by a first party, a double key package to a second party; 

(b) \ communicating, by the second party, the double key package to a third 
party; and \ 

(c) dec^ting, in part, the double key package to recover a decryption key for 
the second party using a third party based decryption key to facilitate mandatory conmiunication 
between the second party and tnk third party and decryption of data based on the recovered 
decryption key. \ 

2. (Original) The methocrof claim 1 including the steps of: 
receiving the double key package by the second party; and 
communicating the recovered decrwtion key package to the second party. 

3. (Original) The method of claim\ wherein the double key package includes 
the decryption key that is used to decrypt the encrjmted data protected through a double 
application of asymmetric public key encryption. \ 

4. (Original) The method of claim 3 wherein the decryption key is a symmetric 
key and wherein the double application of asymmetric public kejNencryption is performed using 
a public key associated with the second party while another application of asymmetric public key 
encryption uses a public key associated with the third party. \ 

5. (Previously amended) The method of claim 1 including the stOTs of: 

generating cipher text by encrypting data with a first cryptographioJcey (Ksl) by 
the first party; \ 
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providing the cipher text to the second party; 




encrypting the cryptographic key (Ksl) using a second encryption key associated 
with the secondyparty to produce a first key package; and 

encrypting the first key package using a third encryption key associated with the 
third party to producesa double key package. 

6. (Original) Tn^ method of claim 1 in including the steps of: 
A generating cipher tek by encrypting data with a first cryptographic key (Ksl) by 

n 

the first party; 

providing the cipher text thAhc second party; 

encrypting the cryptographic l^ey (Ksl) using a second encryption key associated 
with the second party to produce a first key paci^ge; 

encrypting the first key package usW a third encryption key associated with the 
third party to the produce an encrypted first key pack^e; and 

encrypting the third encryption key with a fourtlr^ncryption key associated with the third 
party to produce a second key package, 

wherein the double key package includes the second l^y package and the encrypted first 
key package. 

7. (Original) The method of claim 6 wherein theYirst cryptographic key is a 
symmetric key, the second encryption key is an asymmetric public keV the third encryption key 
is a symmetric key and the fourth encryption key is an asymmetric public tcey. 

8. (Original) The method of claim 1 including the step of recording, by the third 
party, receipt of the double key package firom the second party to facilitate mesi^age data delivery 
tracking. 
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9\ (Original) The method of claim 7 including the steps of: 
generating message delivery status data, by the third party, in response to a signed status 
request; 

pr'^cessing the signed status request by verifying a digital signature on the signed 

request; and 

determiidng authorization of a party seeking the request based on identification 
data obtained from the sigiied request. 

10. (Original) \A method for securely communicating data comprising the steps 

of: 

(a) providing, b\ a first party, message data and a double key package to a 

third party; 

(b) providing, by the t^ird party, the message data and the double key package 
to a second party; 

(c) receiving back from th^second party, by the third party, the double key 

package; 

(d) decrypting, in part, the doubleXkey package using a third party decryption 
key to recover a decryption key for the second partys^to provide mandatory communication 
between the second party and the third party; and 

(e) communicating the recovered decryption key package to the second party 
to enable decryption of the message data by the second party. 

1 1 . (Original) The method of claim 10 including the kep of providing time stamp 
data by the third party to the first party based on receipt of the messages^data and the double key 
package. 
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\12. (Previously amended) The method of claim 10 including the steps of: 

\ generating cipher text by encrypting data with a first cryptographic key (Ksl) by 
the first party; 

providing the cipher text to the second party; 

en^ypting the cryptographic key (Ksl) using a second encryption key associated 
with the second party to produce a first key package; and 

encryptiW the first key package using a third encryption key associated with the 
third party to produce a dWble key package, 

13. (Original) yhe method of claim 10 in including the steps of: 

generating cipheVtext by encrypting data with a first cryptographic key (Ksl) by 
the first party; \ 

providing the cipher text to the second party; 

encrypting the cryptograpmc key (Ksl) using a second encryption key associated 
with the second party to produce a first key package; 

encrypting the first key packageaising a third encryption key associated with the 
third party to the produce an encrypted first key package; and 

encrypting the third encryption key vrah a fourth encryption key associated with 
the third party to produce a second key package, \ 

wherein the double key package includes, the second key package and the 
encrypted first key package. \ 

14. (Original) The method of claim 13 wherein me first cryptographic key is a 
symmetric key, the second encryption key is an asymmetric public Key, the third encryption key 
is a symmetric key and the fourth encryption key is an asymmetric public key. 
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15. (Original) The method of claim 10 including the step of recording, by the 
third party \receipt of the double key package from the second party to facilitate message data 
dehvery tracking. 

16. (Original) The method of claim 10 including the steps of: 




generating message delivery status data, by the third party, in response to authorized 
status request data; \ 



processing me authorized status request by verifying the authorized request; and 
determining authorization of a party seeking the request based on identification 
data obtained from the authorized request. 

17. (Original) The method of claim 16 wherein the authorized request is a signed 
request. \ 

1 8 . (Original) An apparatus for securely communicating data comprising: 

a first party cryptographic >engine, operatively coupled to receive data for 
encryption, and adapted to produce a double\key package wherein the double key package 
includes a decryption key that is used to decrypt the encrypted data protected through a double 
application of asymmetric public key encryption; and \ 

a combiner, operatively coupled to combine the double key package with the 

cipher text. 

19. (Original) The apparatus of claim 18 wherhin the first party cryptographic 
engine generates cipher text by encrypting the data with a first cryptographic key (Ksl) , 
encrypts the first cryptographic key (Ksl) using a second encryption key associated with a 
second party to produce a first key package, and encrypts the first keVpackage using a third 
encryption key associated With a third party to the produce the double key package. 
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20. (Original) The apparatus of claim 19 including a digital signor that applies a 
digital si^iiature associated with a first party to at least one of the double key package and the 
cipher text taproduce a signed message with a third party based encrypted security token. 




21 . (Original) The apparatus of claim 1 8 including: 

a delivery status request generator that generates authorized proof of delivery 
request data for the mird party; 

a prooi\pf delivery analyzer operatively coupled to receive proof of delivery data 
based on third party recent of the double key package and the authorized delivery request data, 
and 

a request verifi'^r operative to verify authorization data associated with the proof 
of delivery data. 

22. (Original) The ajsiparatus of claim 21 wherein the authorization data includes 
digital signature data. 

23. (Original) An apparatu^for securely communicating data comprising: 
a double key package evaluato\ wherein the double key package is generated by a 

first party; and 

a double key package decryptor that partially decrypts the double key package to 
recover a decryption key package for a second party using a third party based decryption key to 
facilitate mandatory communication between the second pajty and the third party and decryption 
of data based on the recovered decryption key. 

24. (Original) The apparatus of claim 23 wh^ein the double key package 
decryptor communicates the recovered decryption key package to the.second party. 
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25 \^ (Original) The apparatus of claim 24 including a time stamp generator 
providing tin^ stamp data to the first party based on receipt of message data and the double key 
package from aN^cond party. 

26. (Original) The apparatus of claim 23 a time stamp generator providing time 
stamp data to the sl^cond party indicating when the first party sent message data to the third 
party. 

27. (Original)\ An apparatus for securely communicating data comprising: 
a first party\ cryptographic engine, operatively coupled to receive data for 

encryption, and adapted to produce a double key package wherein the double key package 
includes a decryption key that isiised to decrypt the encrypted data protected through a double 
application of asynmietric public keyWcryption; 

a combiner, operatively \oupled to combine the double key package with the 

cipher text; 

a double key package evaluatok and 

a double key package decryptor mat partially decrypts the double key package to 
recover a decryption key package for a second parry using a third party based decryption key to 
facilitate mandatory communication between the second party and the third party and decryption 
of data based on the recovered decryption key. 

28. (Original) The system of claim 27 incliMing a digital signor that applies a 
digital signature associated v^th a first party to the double keV package and the cipher text to 
produce a signed message with a third party based encrypted security token. 

29. (Original) The apparatus of claim 27 including: 
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a delivery status request generator that generates authorized deUvery request data 
for the third p^rty; 

vproof of delivery analyzer operatively coupled to receive proof of delivery data 
based on third pan;y receipt of the double key package and the authorized delivery request data, 
and 

a verifieKoperative to verify the proof of delivery data. 

30. (Original) \ The apparatus of claim 29 wherein the double key package 
decryptor communicates the recovered decryption key package to the second party. 

31. (Original) Tne apparatus of claim 30 including a time stamp generator 
providing time stamp data to the i\rst party based on receipt of message data and the double key 
package from a second party. 

32. (Original) A stora^^ medium containing data representing executable 
instructions comprising: 

first memory containing dataNsrepresenting executable instructions that cause a 
processing device to provide, by a first party, a aouble key package to a second party; 

second memory containing data representing executable instructions that cause a 
processing device to commxmicate the double key package to a third party; and to partially 
decrypt the double key package to recover a decryptior\key for the second party using a third 
party based decryption key package to facilitate mandatory\communication betv^een the second 




party and the third party and decryption of data based on the recovered decryption key. 

33. (Original) The storage medium of claim 32 including data representing 
executable instructions that cause a processing device to receive the\double key package by the 
second party; and communicate the recovered decryption key package toSthe second party. 
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34. \ (Delete) 

35. (^ginal) The storage medium of claim 32 including data representing 
executable instructions that cause a processing device to: 

general^ cipher text by encrypting data with a first cryptographic key (Ksl) by the 

first party; 

provide the cipher text to the second party; 

encrypt the, cryptographic key (Ksl) using a second encryption key associated 
-with the second party to produce avfirst key package; and 

encrypt the first\eyV)ackage using a third encryption key associated v^th the 
third party to the produce a double key package. 

36. (Original) The storageV medium of claim 32 including data representing 
executable instructions that cause a processmg device to provide the double key package to 
include the decryption key that is used to decryi>t the encrypted data protected through a double 
application of asymmetric public key encryption. 

37. (Original) The storage medium of\^c^m 36 v^herein the decryption key^ is a 
symmetric key and wherein the double application of asymmetric public key encryption is 
performed using a public key associated with the second party while another application of 
asymmetric public key encryption uses a public key associate^N^^ the third party. 

38. (Original) The storage medium of claim 32^ncluding data representing 
executable instructions that cause a processing device to record, by ^^third party, receipt of the 
double key package from the second party to facilitate message data delivery tracking. 

39. (Original) The storage medium of claim 32 including data representing 



executable instructions that cause a processing device to generate message delivery status data, 
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by thb third party, in response to a signed status request; process the signed status request by 
verifyingva digital signature on the signed request; and determine authorization of a party seeking 
the request based on identification data obtained from the signed request. 

40. (priginal) A method for securely communicating data comprising the steps 

of: 

(a) \providing, by a first party, a double key package to a second party; 

(b) co^imuiiicating, by the second party, the double key package to a third 

party; and 

(c) decrypting, in part, the double key package to recover a decryption key 
package for the second party usmg a third party based decryption key to facilitate mandatory 
communication between the second^arty and the third party and decryption of data based on the 
recovered decryption key. 

41 . (Original) The method of\claim 40 including the steps of: 
receiving the double key package^ the second party; and 
communicating the recovered decryption key package to the second party. 

42. (Original) The method of claim 40^herein the double key package includes 
the decryption key that is used to decrypt the encrypted data protected through a double 
application of asymmetric public key encryption. 

43. (Original) The method of claim 42 whereinNthe decryption key is a symmetric 
key and wherein the double application of asymmetric public key\encryption is performed using 
a public key associated with the second party while another application of asymmetric public key 
encryption uses a public key associated v^th the third party. 

44. (Original) The method of claim 40 in including the steps^of: 
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generating cipher text by encrypting data vsath a first cryptographic key (Ksl) by 

the first p^ 

providing the cipher text to the second party; 

encrypting the cryptographic key (Ksl) using a second encryption key associated 
with the second pVty to produce a first key package; and 

encrypting the first key package using a third encryption key associated with the 
third party to the product a double key package. 

45. (Original) \ The method of claim 40 in including the steps of: 

generating cipher text by encrypting data with a first cryptographic key (Ksl) by 

the first party; 

providing the cipher t^xt to the second party; 

encrypting the cryptographic key (Ksl) using a second encryption key associated 
with the second party to produce a first keyVackage; 

encrypting the first key package using a third encryption key associated with the 
third party to the produce an encrypted first key package; and 

encrypting the third encryption key \ith a fourth encryption key associated with 
the third party to produce a second key package, 

wherein the double key package includes the second key package and the 
encrypted first key package. 

46. (Original) The method of claim 45 wherem the first cryptographic key is a 
symmetric key, the second encryption key is an asymmetric public key, the third encryption key 
is a symmetric key and the fourth encryption key is an asymmetric public key. 
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